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Encryption was produced using a unique publc key RSA-2048 generated for this
computer, To decrypt files you need to obtahthepm t key

The single copy of the private key, which wil alow you t dacnmlheﬂes located
onaseaetsevvermﬂ‘emmtmeservevwldestwﬁ'ekev er 3 time
specified in this window. After that, nobody and never will be able to restore fiss...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency,

Click «Next» to select the method of payment and the currency,

Any attempt t oremoe r damage this software will lead to the immediate
destruction of the private key by server,
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£ A: Octavio Rodriquez [mailto:RodriquezOctavio72730@arcova. net]
#%8i8): 201628168 3:59
WA L
FHi: FV: Paynent ACCEPTED M-145218

3 payment_details_145218.zip( 5.4 K
Dear zhaoyp,

Please check the payment confirmation attached to this email.
The Transaction should sppear on your bank in 2 days.

Thank you.

Octavio Rodriquez
Financial Manager
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22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
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22:26:36 (GMT +08:00)

Start message 797 on incoming connection (ICID 21407).

Message 797 enqueued on incoming connection (1CID 21407) from liurg@catibattery.com,
Message 797 on incoming connection (ICID 21407) added recipient (liurg@catibattery.com).
Message 797 contains message ID header "<919103003115960.5E00882309@catlbattery.com>’,
Message 797 original subject on injection: FW: Invoice Copy

Message 797 (22669 bytes) from liurq@catibattery.com ready.

Message 797 matched per-recipient policy DEFAULT for inbound mail policies.

Message 797 scanned by Anti-Spam engine: CASE. Interim verdict: Positive

Message 797 scanned by Anti-Spam engine: CASE. Final verdict: Positive

Message 797 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

Message 797 scanned by Anti-Virus engine, Final verdict: Negative

Message 797 contains attachment ‘copy-liurg_415332.zip".
Message 797 scanned by Qutbreak Filters. Verdict: Positive

22:26:36 (GMT +08:00)

Message 797 Virus Threat Level=3
Message 797 contains attachment types zip
Message 797 quarantined to Qutbreak by Outbreak Filkers rule, OUTBREAK_0021943
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Indications of Cﬂmpmmis

Category Event Type Description Last Seen

Exploit Kit Intrusion Event - explof-kit The host may have encountered an exploit kit &g 2013-09-17 16:46:28 &g 2013-09-2006:35:31 3

CnC Connected] Security Intelligence Event - CnC  The host may be under remate control o 2013-09-17 16:52:11 5% 2013-09-2003:535:45 [3

CnC Connected] Intrusion Event - malware-cnc The host may be under remobe control & 2003-08-17 20:04:23 - 003-08-1917:32:49 7
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Nalware Backdoors Nalware Detections
EeploitKits 0ffice/PIF/ Java Conpronises
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Threat Detected in Network File Transfer (Retrospective] W32.ESF66F6536.Locky.tht. Talos
32 ESFEEFE536 iy tht.Tal INVOICE .

in W32, ESFEEFE536.Locky.tht. Tales | INVOICE gulili.zip

11 g I K File T fer (Ret - 32 ESFEEFES3E iy tht Tal INVOICE L

r in Network File Tr i Aht.Talos | INVOICE huangvang.zip

in Network File Tr W32.ESFE6F6536.Locky.tht.Talos | INVOICE huangvang.zip

o LN R TEAE S -

Network File Trajectory for e5f66f65...63f55024

File SHA-2586 esfeafe5...63f55024 &

File Names INVOICE changvi.zip , INVOICE gulili.zip , INVOICE huangvang.zip , INVOICE zhengvi.zip (+1 more]

File Type

File Category
Furrent Disposition C} Malware @,49 I

IIII'

- F=FIC

{} esfesfss...63f55024
(© esf66f6S...63f55024
© e5f66f65...63f55024
(© esfe6fes...63f55024
© e5f66f65...63f55024
(© esfe6fes...63f55024
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Top users clicked on malicious URLs

Top malicious URLs clicked by end users

2asyncfs.com ] 1.349 user@domain.com 114

Sasyncfs.com ] 1302 user1@domain.com 13
4asyncfs.com Wl 897 user2@domain.com 19
19asyncfs.com ] 866 users@domain.com 18
20asyncfs.com | 697 user@domaincom |1 g
66asyncfs.com 553 userA@domaincom | 5
35asyncfs.com |77 469 userB@domain.com |4

2asyncfs.com |77 444 userC@domaincom | 13
20asyncfs.com | = 380 userD@domain.com | 2

20asyncfs [T 343 user@domain.com |7 1
0 1,000 2,000 3,000 0 1Yo 2;) 30
Number of clicks Number of clicks
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